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Technology Manager (TM) is a web-based tool that allows Fannie Mae customers to provision and manage
access to Fannie Mae applications. Registered users can view and modify their user profile and security
information, and company designated administrators can assign various applications to their users and
manage their System IDs.

What’s new in this release?

e Internet Protocol (IP) Address Restrictions - In order to enhance security, Fannie Mae is offering
additional access controls through IP Address Restrictions. The IP Address Restrictions feature is
available for administrators under the 'Edit Company Configuration' menu item on Technology
Manager dashboard. It allows customers to self-identify a custom list of IP addresses that are
allowed access to Fannie Mae applications and APIs. Administrators can elect to apply IP address
restrictions for either user ids, system ids or both by selecting the appropriate options.

e Multifactor authentication (MFA) - Security Key Update - Users logging in to Fannie Mae browser-
based applications, can log in with a User ID and a physical USB security key. These physical keys can
be plugged into a computer’s USB port to allow for a quick yet secure login. The “Security Key”
option now available in both Package 1 and 2 for MFA.

Technology Manager Virtual Assistant (TMVA):

e Condo Project Manager™ (CPM™) details have been added to the Corporate Administrator Orientation
in the Virtual Assistant.
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