Fannie Mae

FTP Release 5.2 - Release Notes

File Transfer Portal application helps to quickly move data between external entities and Fannie Mae applications. This
release includes many technical improvements that will make the application more robust and efficient but should be
relatively transparent to users. There is no upstream/downstream impact with interfacing applications and will not impact
the Synchrony Service. Only non-functional requirements are planned.

Fannie Mae will implement FTP Release 5.2 on Saturday October 27, 2018.

During implementation, FTP will be unavailable from 6:00 AM EST to 2:00 PM EST and all work flows including SMDU
and HSSN will be impacted.

Release Summary:

Business Functionality changes/updates:
None
Technology changes/updates:

1. Enabled Out of Region Data Center Setup and completed code deployment to support Enterprise Resiliency.
2. Migrated to PingSSO for internal users to login seamlessly.
3. Analyzed and fixed Application Security Findings:
1. Application Uses Third-Party Product Version with Known Vulnerabilities - Full analysis performed and
fixed the feasible ones as per AppSec guidance.
2. Application Vulnerable to SSL Stripping — Analyzed and fixed this finding.
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