Easy Transfer MFA Job Aid D

Setting up multifactor authentication for Easy Transfer

Privacy and security are essential when dealing with the variety of personal documents needed during the mortgage application and lending
process. To enhance the security measures already in place for Easy Transfer users, Box will now require multifactor authentication (MFA) to
access the documents being transferred.

Easy Transfer, stronger security

MFA for Easy Transfer is more secure because it requires an additional step before access is granted. You’ll still log in with a user ID and password
as normal. However, with MFA, you will also be prompted to enter a unique code that is generated by the system and sent to your email address.

Going forward, access to the Easy Transfer folder will only be allowed after MFA has been enabled.
This short guide explains the steps to set up MFA for Easy Transfer.

NOTE:

Each MFA login period lasts 8 hours. If you are logged out during this time, you will only need to provide your user ID and password (without
an additional code) to access the Easy Transfer folder from the same computer or device. After 8 hours, re-authentication with an MFA code
will be required for continued access.

Sign In to Your Account

Before you begin

Email Address

‘ david_in@fanniemae.com |

To ensure the process is as secure as possible, you must update _
Next

your account password before setting up MFA. On the Box sign-in

Reset Password
page, click Reset Password and follow the on-screen instructions

to create a new password.

G sign in with Google

Enable multifactor authentication

1. Click the Set Up button for the Servicing Marketplace (SMP) Easy Transfer folder.
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2. Select Email as the two-step sign-in option, and then click Next.

NOTE:
Email verification is recommended for the best user experience. Verification is also available through an authenticator app or SMS text message. If

you decide to use one of the alternative methods, follow the on-screen instructions to complete the setup.

€ 5 C O @ appboxcom/accountauto_enable_2fa_popup=truelienterpri umodality Qrr »0@ :

Set Up 2-Step Verification

Select a sign in option:

) Authenticator App ~RECOMMENDED

You will receive a code from an authenticator app to sign
in. View suggested authenticator apps

() SMS Text Message
You will receive an SMS text message on your phone with
a code to sign in.

® Email

You will receive an email with a codé'to sign in.

Caneel m

3. Click Continue. An email with a confirmation code will be sent to the email address you use to log in.
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Set Up 2-Step Verification

A code will be sent to your default email address to confirm

your identity.
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4. Check your email for an email from Box containing 5. On the webpage, enter the confirmation code from
the confirmation code. the email, and then click Submit.
L3 LS

o Temsal ® @ @

Your browser

[EXTERNAL] 2FA authentication code

o

Set Up 2-Step Verification

A code will be sent to your default email address to confirm

box your identity.

Box 2-Step Verification Code Confirmation Code
073085

Cancel

073085

6. Multifactor authentication is now set up. Refresh your browser for access to the SMP Easy Transfer folder.
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Questions?

If you have any questions, contact SMP support at smp_support@fanniemae.com.
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